Abstract-In image authentication research, a common approach is to divide a given image into a number of smaller blocks, and embed a fragile watermark into each block. The modifications can therefore be detected in the blocks that have been tampered with. The literature includes many authentication techniques for detecting modifications only. In this paper, we propose a method for recovering the damaged blocks using the magnitudes of DFT coefficients. If a given block is considered to be damaged, we divide it into 2x2 blocks, and replace the magnitude of the DFT coefficient F(0,0) with the predicted magnitude close to the original image. As the F(0,0) coefficients are always real, we quantize them and round them off. An index map and a small set of DFT coefficients from the original image are employed for image recovery and are sent from the sender to the receiver using a public key scheme. As an image authentication system, we will use the scheme proposed by Wong and Memon.
I. INTRODUCTION
Image authentication is the process of verification of the genuineness of an image in order to establish its full or partial conformity with the original image. Such authentication systems have wide applicability in law, commerce, journalism, and national defense.
Cryptography and fragile watermarking are two approaches that can be used to guarantee integrity of multimedia data including images. Depending on the application, three types of cryptographic mechanisms are alternatives [1] :
• Full encryption: Encrypting the entire message with a symmetric key cipher would provide both confidentiality and authentication.
• Hashing: As a given message can be of arbitrary length, the process called hashing is an essential part of most data integrity and message authentication methods. A hash function takes a message of an arbitrary finite length and produces an output of fixed length.
• Digital Signature: A cryptographic primitive which is essential in authentication is the digital signature. The purpose of a digital signature is to provide a means to associate a message with some originating entity. A major drawback of the above cryptographic mechanisms is that they do not permanently associate cryptographic information with the content. Digital watermarking has a number of applications. Some important examples are copyright protection, access control, broadcast monitoring, and content authentication. A digital watermark is a pattern of bits inserted into a multimedia element such as a digital image, an audio or video file. A fragile watermark is an embedded signal that can be easily altered or destroyed when the cover image goes through even the slightest modification. It can be used in applications where it is important to determine how the digital content was modified or which portion of it has been tampered with. For digital images, a common approach is to divide a given image into a number of smaller blocks, and embed a fragile watermark into each and every block.
In [2] , multimedia authentication is classified into hard authentication and soft authentication. Hard authentication rejects any modifications to multimedia content. The only manipulation accepted by the hard authentication is lossless compression or format conversion that preserves visual pixel values or audio samples. Soft authentication passes certain content modifying, called incidental or admissible manipulations, and rejects all the rest, called malicious manipulations.
Most of the algorithms proposed for hard authentication are based on fragile watermarking so the authenticator is embedded into the signal to be authenticated to simplify bookkeeping and maintenance of authenticators. In fragile watermarking, the inserted watermark is so weak that any manipulation to the multimedia content disturbs its integrity. Tampered parts of the multimedia signal may be located by checking the presence and integrity of the local fragile watermark.
The authors describe three major hard authentication schemes for images:
• Single p ixel/sample authentication • Block authentication • Lossless watermarking Two types of soft authentication algorithms are described: Quality-based authentication, Content-based authentication There are two types of watermarks [3] : fragile and semi -fragile. Fragile watermarking papers include [4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14] and semi-fragile watermarking papers include [15, 16, 17, 18, 19, 20, 21] .
In this paper, a new adaptive method for image recovery in DFT domain is presented. As a n image authentication system, we will use the scheme proposed by Wong and Memon [22] . The introduction to the authentication system by Wong and Memon is given in section II. T he new image recovery algorithm is described in section III. In section IV some experimental results are presented. Finally brief conclusion and future work are given in section V.
II. IMAGE AUTHETICATION
In this paper, we will consider the secret key image authentication scheme proposed by Wong and Memon [22] . In their proposal, they consider a gray scale image n m x , of size M X x N X pixels. They insert an invisible watermark to create a watermarked image w n m x , of the same size. n m x , is partitioned into blocks of IxJ pixels, and an invisible watermark is embedded into each block. The watermark insertion procedure is shown in Figure 1 .
Suppose a m,n is a binary image to be used as an invisible watermark. 
represents a cryptographic has h function that takes a string S as input and produces a string of length p. The hash function used in [22] is MD5 [23] , which is used in numerous security applications. As input, the algorithm takes a message of arbitrary length and produces a 128-bit "message digest" of the input. Let K denote a user key consisting of a string of bits. For each block of data X r ,the corresponding block 
is computed. The parameters I X and r are very important for resistance to the vector quantization attack [24] .
The extraction procedure for the invisible watermark is shown is Figure 2 . The least significant bit of each element in the block Y r is set to zero to obtain the block The properties of the invisible watermark are discussed in [22] :
• The degree of distortion introduced by the watermark is not visible.
• If the correct key is used, the extracted watermark is identical to the original.
• If an image is not watermarked, the extracted watermark resembles random noise.
• If an incorrect key is used, the extracted watermark resembles random noise.
• If a watermarked image is cropped, the extracted watermark resembles random noise.
• If certain pixels values are changed in a specific location, the watermark extraction procedure will detect the changes at this location.
• The watermark bits are embedded into the least significant bits of the image. If there is an attempt to remove the invisible watermark by changing some bit planes, the watermark extraction procedure will detect the changes.
• It is not possible to alter an image block in a way to keep the embedded watermark unchanged. Because of the properties of cryptographic hash functions, it is computationally difficult to find two inputs that hash to the same output.
III. IMAGE RECOVERY ALORITHM
In this paper, we propose a method for recovering the damaged blocks using the magnitudes of DFT coefficients. The framework of our image recovery system is shown in Figure 3 .
The DFT of a function f(x,y) of size MxN is given by The Fourier spectrum and phase angle are defined as follows:
The image function f(x,y) is multiplied by ( -1) x+y before computing the DFT. It can be shown that (8) where ] [⋅ ℑ denotes the DFT of the argument.
The above equation indicates that the origin of the DFT of f(x,y) (-1) x+y is located at u = M/2 and v = N/2. The value of the transform at (u, v)=(0,0) is
This implies that if f(x,y) is an image, the value of DFT at the origin is equal to the average gray level of the image. Since both frequencies are zero at t he origin, F(0,0) is called the dc (direct current) component of the spectrum.
Given the damaged block, we divide it into 2x2 blocks, and replace the magnitude of the DFT coefficient F(0,0) with a predicted F(0,0) . The other three magnitudes are made zero. The inverse DFT is computed to restore the pixel values at each block. To determine the predicted F(0,0), we employ two files: the index map and a file containing partial DFT coefficients from the original image.
An index map distinguishes each block between two cases: The first case is where the surrounding spatial information provides sufficient clues for the prediction of the tampered block, and the second case is where sufficient clues are absent. A smooth block with locally uniform gray colors is considered in the first case while a block containing edges and textures are most likely in the second case. Figure 4 shows a sample index map. If an image size is rxc and the block size is nxn, we divide the image into (r/n)×(c/n) blocks. Therefore, the index map is a matrix having the dimension (r/n)×(c/n). Each value in the matrix has one bit (0 or 1). Bit 1 indicates the corresponding block is most likely an edge or texture, and bit 0 indicates the block is a smooth area.
The index map is generated using the Sobel edge detection. The edges are computed by calculating the local gradient of the luminance signal using Sobel like spatial filtering. An edge function is used to detect edges, 
where b ij denotes one bit value in the binary image, B k denotes the edge index of kth block in the original image size of rxc, and n is the block size. I k denotes the bit value of kth block in the index map. t is a threshold chosen to control the sensitivity of edge detection. Figure 5 shows the original image, the output binary image produced by edge detection, and the index map generated accordingly. In addition to the index map, a file of partial DFT coefficients is needed in the image recovery procedure. The magnitudes of F(0,0) coefficients of those blocks indexed as 1 are saved into a file for future image recovery. As an image has k blocks indexed as 1, we would have k×n/2×n/2 magnitudes of the DFT coefficients, where n is applied block size. As the F(0,0) coefficients are always real, we quantize them and round them off. The size of this file can be reduced using compression software to achieve less transmission load. Both the index map and the file containing the magnitudes of partial DFT coefficients of the original image are sent from the sender to the receiver in a protected way with a public key scheme. The block recovery procedure is carried out as following: One of two approaches is chosen according to the index map. If the block is indexed as 0 indicating a smooth area, we predict the F(0,0) from surrounding DFT coefficients.
We select undamaged 2x2 blocks surrounding the damaged block. We then compute DFT on each selected small blocks to obtain the DFT coefficients F(0,0) . The unknown F(0,0) is predicted as the mean of available surrounding F(0,0)s. Once this unknown F(0,0) within a damaged block is recovered, we consider it become available and can be iteratively used for further block recovery. If the block is indexed as 1 indicating either edges or textures, then the surrounding blocks do not provide sufficient information to recover the damaged block. We refer to the file that contains partial DFT coefficients from the original image. We replace the F(0,0) with the corresponding F(0,0) in the original image. Figure 6 shows the determination of a Original Block
blocks. Once the F(0,0) is determined, the other three DFT coefficients are set to zero. The inverse DFT is computed to restore the pixel values of damaged blocks.
IV. EXPERIMENTAL RESULTS
We have tested our scheme on four gray scale images (Boat, Cameraman, Airplane, and Barbara), each with size 256x256. These images are shown in Figure 7 . First we apply the image authentication scheme proposed by Wong and Memon to detect the tampering of images. We then use our algorithm to recover the tampered blocks of each damaged image. The PSNR is computed to illustrate the difference between original and recovered images.
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A. Embedding, Decoding and Tamper Detection
We embed a watermark image into the test images without any perceived artifacts. The test images with size 256x256 are divided into 16x16 blocks. An invisible watermark is inserted into each block of image data using the scheme in [3] . Each 16x16 block of the binary watermark represents the tower of the library at Brooklyn College. Figure 8 shows the watermarked images and the extracted watermarks from each watermarked image. The average PSNR value is 51.13, indicating the watermarked images are not perceptually different from the original ones.
Certain pixels in each watermarked image are modified. The manipulated watermarked images are displayed in Figure 9 . A flying seagull was added to Boat, a rabbit was inserted into Cameraman, the symbol at the rear part of the airplane was erased, and a Mickey Mouse was added at the corner of the wall in Barbara. As each image is modified in a specific location, the extracted watermark shown in Figure 9 resembles random noise at that location. The output watermark indicates the images have been changed since the insertion of watermark, and reflects the specific locations that have been modified.
B. Recovery of Tampered Blocks
Both the index map and the file containing partial DFT coefficients of the original image are required for image recovery. The size of the modified block in each image is 16x16. The index map assigns 0 to the block with locally uniform gray colors, and assigns 1 to the block with textures and edges. Our proposed block recovery procedure is carried out as following: we divide the damaged block into 2x2 smaller blocks. For each 2x2 small block, we predicted the F(0,0) by taking the mean of surrounding DFT coefficients if the block is indexed as 0. We replace the F(0,0) with the original DFT coefficients if the block is indexed as 1. 
C. Additional Transmission Load.
Both the index map and the file containing partial DFT coefficients of the original image are required for image recovery. Therefore, both files are sent from the sender to the receiver using a public key scheme.
We have tested our scheme on 256x256 gray scale images. The actual size of each original image is 65K. The index map is a small file with 256 bits (16x16=256 bits), where 16 is the block size. The size of the file containing the partial DFT coefficients in the original image is depending on the number of blocks with edges and textures. If an image has k blocks indexed as 1, we would have k×8×8 F(0,0)s. After quantization and rounding off, the selected DFT coefficients are saved in a file. The size of the file can be reduced by compression using commercial software. The data required for four tested images is given in Table 1 . The additional transmis sion load is about 10% of the actual load.
V. CONCLUSION AND FUTURE WORK
In this paper, a novel DFT based scheme for image recovery is presented. Experimental results demonstrated the damaged blocks in both smooth and texture area are successfully recovered. The PSNR values between the original images and recovered images are higher than 40db, showing favorable performance. Both the index map and the file containing partial DFT coefficients of the original image required for image recovery are sent from the sender to receiver. Experiment shows the additional transmission load is as light as 10% of the actual load. Our next step is to test the reliability of this approach in multimedia elements. We will apply this scheme to RGB images and video sequences such as akiyo, claire, flower garden, f oreman, salesman, and tennis. Future work intents to improve the reliability of recovery system and reduce the additional transmission load.
